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The rapid development of the Internet makes the enterprise network become more 
and more important. With the raising of the application level of enterprise , network-based 
applications have been extended to early electronic business, enterprise resource storage 
and sharing, online office, email and remote access and other applications related to 
business operations. Good corporate network environment can improve the operational 
efficiency of enterprises, but information security has given many companies which have 
brought lots of significant losses. 
In this paper, author analysed the enterprise network environment, obtained the actual 
needs of enterprise network optimization, design the overall network transformation 
program at last. Network transformation consists of three parts: the network link, network 
security , data storage and backup. Transformation of the network link is mainly embodied 
in the core network equipment and redundant backup link, and network aggregation layer 
switch vlan classification and application of access control lists. By the application of 
VRRP technology, dual-core network equipment redundancy. Network Security include 
enterprise applications, security and network connectivity security. Through hardware 
security devices, security policies and technology, achieve the goal of network security. 
Remote access to corporate networks to external users within the enterprise network, 
through the use of secure virtual private network VPN access, to ensure that the dedicated 
transmission channel and security. To achieve the purpose of data storage backup,we used 
the two-level way (server + disk arrays) .Using the backup software and tools to achieve 
enterprise information data backup and recovery needs. 
Through this network transformation, the enterprise implements the functional 
requirements on the network. When the network transformation is complete, the overall 
security has been tested, and the test result show that the core network could provide 
redundancy, network security, storage backup and data security features, which achieve 
the expected safety effect. 
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3．VLAN 的划分  
为了克服以太网的广播问题，除了上述方法外，还可以运用 VLAN（虚拟局域网）
技术，将以太网通信变为点到点通信，防止大部分基于网络侦听的入侵。  
目前的 VLAN 技术主要有三种：基于交换机端口的 VLAN、基于节点 MAC 地址的
VLAN 和基于应用协议的 VLAN。基于端口的 VLAN 虽然稍欠灵活，但却比较成熟，在
实际应用中效果显著，广受欢迎。基于 MAC 地址的 VLAN 为移动计算提供了可能性，





都在各自的 VLAN 内，互不侵扰。 












































































































































































就可以隐蔽那些透漏内部细节如 Finger，DNS 等服务。Finger 显示了主机的所有用






















































































根据 VPN 所起的作用，可以将 VPN 分为三类：VPDN、Intranet VPN 和 Extranet 
VPN。 
1. VPDN（Virtual Private Dial Network） 
在远程用户或移动雇员和公司内部网之间的 VPN，称为 VPDN.实现过程如下：用
户拨号 NSP（网络服务提供商）的网络访问服务器 NAS（Network Access Server），
发出 PPP 连接请求，NAS 收到呼叫后，在用户和 NAS 之间建立 PPP 链路，然后，NAS
对用户进行身份验证，确定是合法用户，就启动 VPDN 功能，与公司总部内部连接，
访问其内部资源。 
2. Intranet VPN 
在公司远程分支机构的LAN和公司总部LAN之间的VPN.通过Internet这一公共
网络将公司在各地分支机构的 LAN 连到公司总部的 LAN，以便公司内部的资源共享、
文件传递等，可节省 DDN 等专线所带来的高额费用。 
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